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1 EWN-8720CMN1AA Module

1.1 General Specifications

EWN-8720CMN1AA Module home page: https://eardatek.com/about/contact.html

EWN-8720CMN1AA is a highly integrated module with a low power 802.11n Wireless LAN compatible network
controller, the IC it uses is RTL8720CM. It combine a Real-M300(KM4) CPU that is based on ARMv8-M architecture, and
carry WLAN MAGC, a 1T1R capable WLAN baseband, an RF circuit, and Bluetooth Low Energy(BLE) in a single chip.
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Figure 1-1 EWN-8720CMN1AA Module
Appearance View

1.2 Features

MCU Features
> Real-M300(KM4) clock frequency up to 100MHz

» |-Cache 32KB/D-Cache 16KB
> Supports DMA
> EXecute In Place (XIP) on flash

Internal Memory

> Supports 384KB ROM

Supports 256KB RAM

Supports external flash interface

Supports MCM embedded 4MB Psram

YV V V VY

Supports 2Mbit~32Mbit Flash


https://eardatek.com/about/contact.html
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Wi-Fi Features

» 2.4GHz 802.11 b/g/n

» Support low power Tx/Rx for short-range application

> Support WPA/WPA2/ WMM/WPS

> Frame aggregation for increased MAC efficiency

» Low latency immediate High-Throughput Block Acknowledgement
>

Long NAV for media reservation with CF-End for NAV release

Bluetooth Low Energy
»  Bluetooth Low Energy(BLE) 4.2
» Supports LE secure connections/LE scatternet

» Supports 1 Master/1 Slave

Secure

> Supports secure boot

»  Wi-Fi WEP, WPA, WPA2, WPS

» MD5/SHA-1/SHA2-224/SHA2-256/HMAC/AES Crypto engine

Interface

>  SPI/SDIO/UART interface
»  SPI/12C master for sensor
» 12S, PWM and GPIO

» 1 GDMA with 2 channels
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1.3 PCB Layout Overview

Module Size (Unit: mm): 18.0(+0.2) *25.50(+0.3)*2.9(0.2)

ey . O M M
13min 1.0mm
s~
25.5mm |
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3.3mm 1.27mm
18.0mm —£l 0.8mm e

Figure 1-2 EWN-8720CMN1AA Module Size
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1.4 Pin-Out Reference

Figure 1-3 EWN-8720CMN1AA Module Pin
Definition
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Definition Description
1 GND Ground
2 VCC Supply power 3.3V,
: CHIP EN 2 Shatdown eip
N et
(TEST_MODE_5EL O;Normal operation m%de
JTAG TMS/UART1_OUT/PWMI1]
5 GPIOA . 1:eFU_SE settings a_re not loaded
(Autoload Fail 2:eFUSE settings are loaded
6 GPIOA 2 JTAG TDO/UART1_IN/PWMI2]/SPI_CSn/I2C SCL
7 GPIOA 3 JTAG _TDI/UART1 OUT/PWMI[3]/SPI_SCL/I2C_SDA
8 GPIOA 4 JTAG TRST/UART1_CTS/PWMI[4]/SPI_MOSI
9 GPIOA 7 Flash_SPI_CS/SPI_M_CS/SPI_CSn
10 GPIOA 8 Flash _SPI_CLK/SPI_M_CLK/SPI_SCL
11 GPIOA 9 Flash _SPI_ WP/SPI_M_DATA[2]/SPI_MOSI/UARTO_RTS
12 GPIOA 10 Flash SPI_SO/SPI_M _DATA[1]/SPI_MISO/UARTO CTS
13 GPIOA 11 Flash _SPI SI/SPI_M_DATA[0]/12C_SCL/UARTO _OUT/PWMI0]
14 GPIOA 12 Flash SPI HOLD/SPI_ M DATAJ[3]/I2C_SDA/UARTO_IN/PWM[1]
15 GND Ground
16 GPIOA 13 UARTO_IN/PWM[7]
17 GPIOA 14 SDIO_INT/UARTO_OUT/PWM]|2]
18 GPIOA 15 SDIO _DI[2]/UART2_IN/PWM][3]/SPI_CSn/I12C SCL
19 GPIOA 16 SDIO_DI[3]/UART2_OUT/PWM]I4]/SPI_SCL/12C SDA
20 GPIOA 17 SDIO_CMD/ PWM[5]
21 GPIOA 18 SDIO_CLK/ PWMI6]
22 GPIOA 19 SDIO_D[0]/UART2_CTS/PWM][7]/SPI_MOSI/I2C SCL
23 GPIOA 20 SDIO_D[1]/UART2_RTS/PWMI0]/SPI_MISO/12C_SDA
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Definition Description
27 GPIOA 23 LED_0/PWMI7]
38 GND Ground
Table 1- EWN-8720CMN1AA Module Pin
Definition Description
Notes:

1. UART download: Using A15&A16, and before power on.
2. Default states of all pins are High-impedance; Unused pins should be kept floating.
3. Some |0 are used to connect to the flash of the module. It is recommended not to use these 10. As shown in the

table.

PIN Definition Description
9 GPIOA 7 Flash SPI_CS

10 GPIOA 8 Flash SPI CLK

11 GPIOA 9 Flash SPI WP

12 GPIOA 10 Flash SPI_SO

13 GPIOA 11 Flash SPI_SI

14 GPIOA 12 Flash _SPI_ HOLD

Table 2- EWN-8720CMN1AA Module Flash
definition
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2

2.1

Configure AWS loT Core

Create a New Device

To create a new device, navigate to Manage -> Things in the left-hand navigation menu. Then click “Register a thing”.

Services v

AWS loT

Monitor

» Onboard

Thing groups

Billing

Greengrass

¥ Secure

v
o
&
)
3
a

Software
Settings

Learn

® Feedback @ English (US)

You don't have any things yet

thing is the repre

of a device in the clo

Learn more

Register a thing

Singapore ~  Support ~

® 0P

Privacy Policy ~ Terms of Use
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Creating AWS loT things

An IoT thing is a representation and record of your phyisical device in the cloud. Ay
physical device needs a thing record in order to work with AWS IoT. Learn more.

Register a single AWS loT thing
Create a thing in your registry Create a single thing

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS IoT, or [——
register devices so they are ready to connect to AWS loT.

English (US)

Then, name the new device. This example uses the name TestDevice.

Services v Resource Groups ~ % pore ~  Support

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

Name

TestDevice|

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide
things with a common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

No type selected -

Add this thing to a group
Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups / Create group Change

Set searchable thing attributes (optional)
Enter a value for one or more of these attributes so that you can search for your things in the registry.
Attribute key Value

Provide an attribute key, e.g. Manufacturer Provide an attribute value, e.g. Acme-Corporatio

Show thing shadow ~

Cancel

Feedback @ English Terms of Use
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CREATE A THING
Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS laT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS IoT's certificate
authority.

Create with CSR
& Create with CSR
Upload your own certificate signing request (CSR) based on a private key you own.
Use my certificate
Register your CA certificate and use your own certificates for one or many devices.
Skip certificate and create thing
You will need to add a certificate ta your thing later before your device can connect to Create thing without certificate

AWS loT.

® Feedback @ Engli

Download the certificate, public key, and private key for the device by clicking Download. Next, download the root CA for AWS loT by clicking
to the Download link. Once all the certificate and keys have been downloaded, click Activate. Finally, click Done

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be
retrieved after you close this page.

In order to connect a device, you need to download the following: 1 |
£ certificate for this 28f51b14e8.cert pem Download
thing
A public key 285151428 public key Download |
A privats key 28f510714¢8 privatekey Download

2

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Cancel

Privacy Policy ~ Terms of Use

‘® Feedback @ English (US)
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- . - On this page X
CA certificates for server authentication
Depending on which type of data endpoint you are using and which cipher suite you have negotiated, AWS loT Core Endpoint types
server authentication certificates are signed by one of the following root CA certificates: CA certificates for server

authentication
VeriSign Endpoints (legac:
9 P (legacy) Server authentication guidelines

o RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certificate [2

Amazon Trust Services Endpoints (preferred)

® Note

You might need to right click these links and select Save link as... to save these certificates as files.

. I RSA 2048 bit key: Amazon Root CA 1[4. I

* RSA 4096 bit key: Amazon Root CA 2. Reserved for future use.
* ECC 256 bit key: Amazon Root CA 3[4.
« ECC 384 bit key: Amazon Root CA 4. Reserved for future use.

These certificates are all cross-signed by the Starfield Root CA Certificate [2. All new AWS loT Core regions, beginning
with the May 9, 2018 launch of AWS IoT Core in the Asia Pacific (Mumbai) Region, serve only ATS certificates.

2.2 Create a policy

A policy defines a device’s access permissions to |oT Core. To create a policy, navigate to Secure -> Policies. Then click “Create a policy”

Services v Resource Groups v % £ hanksu v  Singapore ~  Support ~

AWS loT

Monitor
» Onboard /’\

» Manage

® 0D

» Greengrass

v Secure \ //
es - —

Role Aliases You don't have any policies yet

Authorizers AW

» Defend

" —=

Test

® Feedback @ English (US) ©2008 - 20 nc. or ts a ed  PrivacyPolicy Terms of Use

NOTE — this policy grants unrestricted access for all iot operations, and is to be used only in a development environment. For non-dev
environments, all devices in your fleet must have credentials with privileges that authorize intended actions only, which include (but not
limited to) AWS loT MQTT actions such as publishing messages or subscribing to topics with specific scope and context. The specific permission
policies can vary for your use cases. Identify the permission policies that best meet your business and security requirements.

For sample policies, refer to https://docs.aws.amazon.com/iot/latest/developerguide/example-iot-policies.html.

Also refer to https://docs.aws.amazon.com/iot/latest/developerguide/security-best-practices.html



https://docs.aws.amazon.com/iot/latest/developerguide/example-iot-policies.html
https://docs.aws.amazon.com/iot/latest/developerguide/security-best-practices.html
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Services ~  Resource Groups : Support -

‘

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, tapic filters).
To learn more about loT policies go to the AWS loT Policies documentation page.

® @ D

Name

TestPolicy

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

iot-Publish, iot Receive iot:Subscribe

Resource ARN

Effect

n allow Deny

Action

iot-Connect

Resource ARN

arncawsii ient/*

Effect

" Allow Deny

® Feedback @ Engli Privacy Policy

2.3  Attach Policy

The last step to configuring the device is attaching a policy. To attach a policy to new device, navigate to Manage -> Things. Then click
on the device which was created.

Services v Resource Groups

AWS loT Things m Q
®
Monitor

>

¥ Manage

Onboard

TestDevice oo
NO TYPE

Types

Thing groups
Billing Groups
Jobs
Tunnels

» Greengrass

v Secure
Certificates
Policies
CAs
Role Aliases
Authorizers

» Defend

» Act

® Feedback @ En ed.  Privacy Policy  Terms of Use

Click Security, then click the certificate create in previous step.
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Support

Services ~  Resource Groups

Things » TestDevice

TestDevice

Certificates

View other op

Shadows
o 28f51b14e8b8953fel g o

Privacy Policy

dback @ English

aws Services v  Resource Groups ~

e > 28f51b14e8b8953fe35d.

28f51b14e8b8953fe35dec063efd75d37de895eb3b88095d9949dbe18feaceb1

INACTIVE Actions

Activate

Details Certificate ARN
Revoke

A certificate Amazon Resource Name (ARN) uniquely identifies this certificate. Learn more

Details

Attach thing
Issuer Downlosd
0OU=Amazon Web Services O\=Amazon.com Inc. L Vashington C\=US Delete
Subject

CN=AWS IoT Certificate

Create date

Jul 22, 2020 1:27:05 PM +0800
Effective date

Jul2 1:25:05 PM +0800
Expiration date

Jan 1, 2050 7:59:59 AM +0800

Privacy Policy  Terms of Use
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Attach policies to certificate(s)

Policies will be attached to the following certificate(s):

28f51b14e8b8953fe35dec063efd75d37de895eb3b88095d9949dbe18feacebl

Choose one or more policies

Search policies

1 policy selected
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3

3.1

Configure AmebaZ2 Amazon FreeRTOS

Download Source Code from github

Open source link: https://github.com/ambiot/amazon-freertos and select master for get newest source code. The stable version could be
found in “Releases” page.

O Search or jump to... Pull requests Issues Marketplace Explore
& ambiot / amazon-freertos ® Watct
<> Code Issues 1 I Pull requests ») Actions Projects Wiki Security / Insights Settings
§ master + | P 3branches ©2tags Go to file Add file ~ 4 Code ~ About e
Switch branches/tags amazon-freertos with realtek
3.0 on AmebaZ2 ‘w: 23¢3d7d 7 hoursago {9 52 commits modifications
First commit for amazon-freertos-v202007 with AamebaD and AmebaZ2 14 days ago 0 Readme
Branches  Tags AIT License
First commit for amazon-freertos-v202007 with AamebaD and AmebaZ2 & MIT License
I v master default
Replace If with crif to pass idt check
amebaD-v202002
amebaz2v14,
e [AmebaZ2] Support freertos v10.3.0 on AmebaZ2 hours ago © ?f“"‘“a'“am"‘"ee"“‘mzo--' (Latest)
b 6 days ago
tests First commit for amazon-freertos-v202007 with AamebaD and Amet 14 days ago o
+ 1 release
tools First commit for amazon-freertos-v202007 with AamebaD and AmebaZ2 14 days ago
v AmebaZ?2] Support freertos v10.3.0 on AmebaZ s ago
vendors [AmebaZ?2)] Support freertos v10.3.0 on AmebaZ2 hours ag Packages
gitignore [Amebaz2] Support freertos v10.3.0 on Amebaz2 7 hours ago

AmebaD_Amazon_FreeRTOS_Getting_..

AmebaZ2_Amazon_FreeRTOS_Getting...

Update README and Getting_Started_Guide v1.4

First commit for amazon-freertos-v202007 with AamebaD and Amebaz2

No packages published
Publish your first package

Contributors 2

D O DD

CHANGELOG.md

First commit for amazon-freertos-v202007 with AamebaD and AmebaZ2

3.1.1 Cloning a repository by Download ZIP

1. On GitHub, navigate to the main page of the repository.
2. Above the list of files, click Code.
3. Click Donwload ZIP to get source code.

Clone with HTTPS (®
Use Git or checkout with SVN using the web URL.

Go to file

Use 55H

https://github.com/ambiot/amazon-freer |:|

‘h [ﬂ Open with GitHub Desktop

[} Download ZIP

For more information, please refer "Cloning a repository from GitHub to GitHub Desktop."


https://github.com/ambiot/amazon-freertos/tree/amebaD-v202002
https://docs.github.com/en/github/creating-cloning-and-archiving-repositories/cloning-a-repository#cloning-a-repository-to-github-desktop
https://docs.github.com/en/desktop/guides/contributing-to-projects/cloning-a-repository-from-github-to-github-desktop
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3.2 Get Broker Endpoint by AWS loT Core

Services v Resource Groups ~

hank.su v

Singapore

Support

AWS loT
Settings
Monitor
» Onboard Custom endpoint
» Manage This is your custom endpoint that allows you to conne

endpoint. This is also an important property to insert

» Greengrass

® D

ENABLED

to AWS IoT. Each of your Things has a REST API available at this
en using an MQTT client or the AWS loT De

SDK.

Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.

Broker Endpoint

» Secure Endpoint
. amazonaws . com
» Defend
> Act
Test
Logs

DISABLED

You can enable AWS 10T to log helpful information to CloudWatch Logs. As messages from your devices pass through the

message broker and the rules engine, AWS IoT logs process even:

Role

Level of verbosity

Disabled

Event-based messages

which can be helpful in troubleshooting.

DISABLED

AWS 10T can send event-based messages to pre-determined MQTT topics when specific service events occur.

Event

Job: completed, canceled

Job execution: success, failed, cted, canceled, removed

Thing: created, updated, deleted

Thing group: created, updated, deleted

Thing group membership: added, removed

Feedback @ English

Publish to MQTT MQTT topic Subscribe all

® Disabled
® Disabled
Disabled
Disabled
® Disabled

Terms of Use

3.3 Get Thing Name

aws Services

AWS loT Things

Monitor

» Onboard

v Manage Thing Name
[ X ]

TestDevice
NO TYPE

Types
Thing groups

Billing Groups

Privacy Policy

hank.su ~

Singapore ~  Support

Card ~
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3.4 Setup loT Core Information with AmebaZ2 Amazon FreeRTOS

Setup BROKER_ENDPOINT, THING_NAME, WIFI_SSID, PASSWORD in “amazon-
freertos/blob/master/demos/include/aws_clientcredential.h”

#define clientcredentialMQTT_ BROKER_ENDPOINT "EXXXEXXXXXKKEXXX . AMAZONaws . com"”

/%
* Bbrief Host name.

* @todo Set this to the unigue name of your IoT Thing.

L o=y
#define clientcredentiallCT THING NAME "TestDevice"”
_ -
a7+
* @brief Port number the MQTT broker is using.
L o=y
#define clientcredentialMQTT BROKER FPORT 8883
a7+
* @brief Port number the Green Grass Discovery use for JS0ON retrieval from cloud is using.
L o=y
#define clientcredentialGREENGRASS DISCOVERY PORT 8443
a7+

* @brief Wi-Fi network to join.

* @todo If you are using Wi-Fi, set this to your network name.

L o=y
#define clientcredentialWIFI_SSID "TestAP"
- —
IS

* @brief Password needed to join Wi-Fi network.
* @todo If you are using WPA, set this to your network password.

L=/
#define clientcredentialWIFI_ PASSWORD "password™
—
a7

* @brief Wi-Fi network security type.

* @see WIFISecurity_t.
* @note Possible values are eWiFiSecurityCpen, eWiFiSecurityWEP, eWiFiSecurityWPa,
% eWiFiSecurityWPA2 (depending on the support of your device Wi-Fi radiao).
L=/
#define clientcredentialWIFI_ SECURITY eWiFiSecurityWPA2
———

#endif /* ifndef _ AWS_CLIENTCREDENTIAL H  */

3.4.1 Setup Thing’s Private Key and Certificate

Filled keyCLIENT_CERTIFICATE_PEM and keyCLIENT_PRIVATE_KEY_PEM in “amazon-
freertos/blob/master/demos/include/aws_clientcredential_keys.h” by xxxxxxxx-certifiacte.pem and xxxxxxxx-private.pem.key.

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be
retrieved after you close this page

In order to connect a device, you need to download the following:

A certificate for this

N 28f51b14eB.cert.pem Download
thing —
A public key 28f51b14e8 public key Download
A private key 23f51h14EE,ErivatE,kEz Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

It can done by amazon-freertos/tools/certificate_configuration/CertificateConfigurator.html
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Certificate Configuration Tool

FreeRTOS Developer Demos

Provide client certificate and private key PEM files downloaded from the AWS loT Console.

Certificate PEM file:

HEECETEE

Private Key PEM file:

HEEEEER

® Generate and save aws_clientcredential_keys.h

A Save the generated header file to the demos/common/include folder of the demo project.

Copyright (C) 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Final aws_clientcredential_keys.h overview.
b=

@brief PEM-encoded client private key.

@brief PEM-encoded client certificate. Gtodo If you are running one of the FreeRTOS demo projects, set this
to the private key that will be used for TLS client authentication.

@note Must include the PEM header and footer:

@todo If you are running one of the FreeRTOS demo projects, set this #
to the certificate that will be used for TL3 client authentication. -

@note Must include the PEM header and footer:

"MIIEpAIBAARCAQEAWODS 6WNuCGebARF3 DEC+CLaqeBNn/ AHYhECozLZCEgoECTOR A"\

\nmy

" \n"\

"MIIDWjCCAKKgAWIBAgIVAIDLSS0G+EARSEBprT4Imluugi 2vMA0GCSgGSIb3DREB D™ " :2nt
NI T T TTT T T TTTTT T T T T T T T Am™y . (SN
" Ay " \n"y
" sy " \n"\
" NN \nmy
" Ammy : :::t
" s, \nmh
" An™y m \nmy
" Ammy " A"y
" Sy " \n™\
" NN \nmy
" Anmy : ::::l
" A"\ " [ELAN
" An"\ . An"\
" Ay " \n"\
" \m"y " \nmy
" N \nmy

"pOWEuLUuz2 FAv1noAbN/ 60Q8H/ PTOAFJT/ ghh046GnIUF0k] 52Y60eh52mVpéneP+\n"\
"RZjzZ6QIY1b5/PFz90ES448kpyahos2keE6+R4r4YOHBE+ISRVDISQ==\n""
fffff END RSA PRIVAIE KEY-—---\n"

"5+ NsBrol/ ¥dvoUmzEn6X F14nX4hLQJI2ThhAT BaglounGkE ZGaChxrt4mgSbEOw=="n"}
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3.4.2 Enable FreeRTOS demo on AmebaZz2

Find platform_opts.h in amazon-freertos\vendors\realtek\boards\amebaZ2\aws_demos\config_files and enable
CONFIG_EXAMPLE_AMAZON_FREERTOS

Fine aws_demo_config.h in amazon-freertos\vendors\realtek\boards\amebazZ2\aws_demos\config_files and add
CONFIG_MQTT_DEMO_ENABLED

Now you can start to compile AmebaZ2 Amazon FreeRTOS
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4 Compile AmebaZz2 Amazon FreeRTOS

4.1 Pre-Requisite

Required source code. (https://github.com/ambiot/amazon-freertos)
Amebaz2 Demo board

Realtek Image Tool

IAR Embedded Workbench ver.8.30.1

4.2 1AR Build Environment Setup

The IAR IDE (integrated development environment) only supports Windows OS, this section is applicable for Windows OS only.

4.3 Install IAR IDE

IAR IDE provides the toolchain for Ameba-ZII. It allows users to write programs, compile and upload them to your board. Also, it supports step-
by-step debug function.
User can visit the official website of IAR Embedded Workbench and install the IDE by following its instructions.

Note: Please use IAR version 8.30 or above.

4.4 Compilation

1) Open amazon-freertos/projects/realtek/amebaz2/IAR/aws_demos/Project_is.eww.
2) Confirm ‘application_is’ in Work Space, right click ‘application_is’ and choose “Rebuild All” to compile.

3) Make sure there is no error after compile.

© Project_is - AR Embedded Workbench IDE - Arm 8.30.1
File Edit View Project Simulator Tools Window Help

Fa Ty + = = L]
NOoES = XEE . DcC - L Q0 Z < > AL B®=0 0 i
Workspace * 2 X | aws test mainc x
e v
Files -
=k lapplication_is - amazon_freerto I — r.com, Inc. or its affiliates. All Rights Reserved.
|— & @ERAM Options.
B @SRAM 0 n is hereby granted, free of charge, to any person obtaining a copy of
B amazon o rem),
bluetaoth Compile the righ
_ ; 11 copi
& cmsis Rebuild All ; ibute, , and/or sell copies of
i cansole yare, and to permit persons to vhom the Softvare is furnished to do so,
= Clean to the following conditions:
i network C-STAT Static Analysis >
Hos
W petipheral Stop Build
& s Add » WARE IS PROVIDED , WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
i INCLUDING BUT NOT TED TO TEE WARRANTIES OF MERCEANTABTLITY, FITNESS
& Output Remove HALL T¢
Rename... N A
, ARISING FROM,
Version Control System > R OTHER DEALTNGS
Open Containing Folder. ys. amazon. com/freertos
File Properties. i FreeR105. org
Set as Active

includes. 4/
#include "FreeRI0S.h"
#include “task.h”

#include "main.h”

#include "platform_stdlib.h"

#if (CONFIG_LWIE_LAYER == 0)
#include "FreeRIOS_IP.h"
#endif

application_is <


https://github.com/ambiot/amazon-freertos
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4.5 Generate Image Binary

After compile, the images partition.bin, bootloader.bin, firmware_is.bin and flash_is.bin can be seen in the amazon-
freertos/projects/realtek/amebaZ2/IAR/aws_demos/Debug/Exe.
1) partition.bin stores partition table, recording the address of Boot image and firmware image;

2) bootloader.bin is bootloader image;
3) firmware_is.bin is application image;
4)  flash_is.bin links partition.bin, bootloader.bin and firmware_is.bin. Users need to choose flash_is.bin when downloading the image

to board by Image Tool
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5 ImageTool

The tool can be find in amazon-freertos/vendors/realtek/tools/Amebaz2_PGTool_v1.2.8

5.1 Introduction

This chapter introduces how to use Image Tool to generate and download images. As show in picture below, Image Tool has two menu pages:

e Download: used as image download server to transmit images to Ameba through UART.

Note: If you need to download code via external uart, must use FT232 USB to connect UART dongle.

% AmebaZll PG Tool

o | B X

Download | Generate

Firmware

Filename

SHA256

Address

1. Program flash memroy

M |

Flash Cpticn

Offset

Flash Erase
Offset

FashO [onel0 -]
FlashPin [pv.A7A12  ~]

FW Idx 1: 1st image2

Mode 1.Flash Sector Erase v|

Browse |

Keep WIFI calibration

UART Setting

Port COoM1 - |

BAUD Rate 1000000 v

Parity NONE -
Flow Contrel | QFF - |

Length(Byte)

Erase |

Found port: COM1
Found port: COM3
Found port: COM47

[C] Hash Verify
) Chip Erase @'

Fig 5-1 AmebaZIl ImageTool Ul

5.2 Environment Setup

5.2.1 Hardware Setup

The hardware connection diagram is shown below.
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GMND
VCC 3.3V VCC
| I CHIP_EN
o o GPIOA_O
? reset switch (TEST_MODE_SEL)
1
—0
:’)\me selector switch EWN-8720CMN1AA Module
2

RX TX
Serial module

Fig 5-2 hardware connection diag
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5.2.2  Software Setup

e Environment Requirements: EX. WinXP, Win 7 Above, Microsoft .NET Framework 3.5

e  AmebaZll_PGTool_v1.2.8.exe

5.3 Image Download

User can download the image to demo board by following steps:
1) Trigger Ameba-ZIl chip enter UART download mode by:
a. First, ensure that the log UART is properly connected.As shown in figure 5-2, flip the mode selector switch to position

1,then flip the reset switch to position 2, and finally flip the reset switch to position 1.
b. If the chip enters download mode, the below log should be shown on log UART console.

File Edit Setup Control Window Help

== Rt18710c IoT Platforn ==
- -0

p MID: 5, ey

=151 baud=115200

Fig 5-3 Ameba-ZIl UART download mode

c. After confirming it is in download mode, remember to disconnect the log UART console before using Image Tool to
download, because the tool will also need to connect to this log UART port.

Notes:
After downloading, if you want to switch to normal operation mode, follow the instructions below.

As shown in figure 5-2, flip the mode selector switch to position 2,then flip the reset switch to position 2, and finally flip
the reset switch to position 1.
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2) Open Amebaz2 PG Tool
$Z AmebaZ2 PG Tool 1.2.7 - m] X
Download | Generate
Firmware
Filename D:\Debug\bm @
sHazsg | EBICDA3A28A82CAT2DACOSAOF302430€899D395EBC3FBD
BCSOA9AQ158F41DS6
Address
ooy )@ e
Flash Option UART Setting
Flash1O | One IO v Port @
Flash Pin @ BAUDRate | 1000000 -
FWildx  1:1stimage2 Parity NONE ¥
Offset Flow Control | OFF v
Flash Erase
Offset Length(Byte)
Mode 1.Flash Sector Erase v
Found port: COM1
Found port: COM1
Found port: COM23
@
(it
3) “Browse” to choose the image to be downloaded (amazon-freertos/projects/realtek/amebaz2/IAR/aws_demos/Debug/Exe
/flash_is.bin)
4) Choose “1. Program flash memory”
5) Choose correct “Flash Pin” according to the IC part number
Flash Pin IC part number
PIN_A7_A12 RTL8710CX/RTL8720CM
PIN_B6_B12 RTL8720CF
6) Choose the correct UART port (use rescan to update the port list)
7) Click “Download” to start downloading image. While downloading, the status will be shown on the left bar.

Note: It's recommended to use the default settings unless user is familiar with them.
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6 MQTT Demo

6.1 Get Device Log

Install Tera Term to get device log

UART DOWNLOAD  RESET

Micro USB cable

UART < USB (FT232)

Ameba

Fig 6-1 Hardware setup

The serial port is same with ImageTool that get from 5.4 step (6).

O TCcPap myhost.example.com
History
Telnet
SSH
Other

@ Serial Port: | COM1: 3% 3B 5218 (COM1)

OK Cancel Help

6.2 Run MQTT Demo

Default setting of SDK are enable MQTT demo. Once the AmebaD EVB has rebooted, the application will automatically start run MQTT demo
and communicate to loT Core.
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b#calibration_ok:[2:19:11]
f#interface @ is initialized
interface 1 is initialized

Initializing WIFI ...
WIFI is not running
IFI initialized

init_thread(58), Available heap ©x24ac@

0 56 [example_a] Wi-Fi module initialized. Connecting to AP...
WIFI is already running

Joining BSS by SSID RealEZ-2.4G...

RTL8721D[Driver]: set ssid [RealEZ-2.4G]

RTL8721D[Driver]: rtw_set wpa_ie[1136]: AuthKeyMgmt = ©x2
RTL8721D[Driver]: rtw_restruct_sec_ie[3763]: no pmksa cached
RTL8721D[Driver]: start auth to 80:2a:a8:d4:93:c4
RTL8721D[Driver]: auth alg = 2

RTL8721D[Driver]:
OnAuthClient:algthm = @, seq = 2, status = @, sae_msg_len =

RTL8721D[Driver]: auth success, start assoc

RTL8721D[Driver]: association success(res=4)
wlanl: 1 DL RSVD page success! DLBcnCount:01, poll:00000001

RTL8721D[Driver]: ClientSendEAPOL[1522]: no use cache pmksa
RTL8721D[Driver]: set pairwise key to hw: alg:4(WEP40-1 WEP104-5 TKIP-2 AES-4)
RTL8721D[Driver]: set group key to hw: alg:4(WEP40-1 WEP104-5 TKIP-2 AES-4) keyid:2

1 8000 [example_a] Wi-Fi Connected to AP. Creating tasks which use network...
2 8007 [example_a] IP Address acquired 192.168.89.151

3 8019 [example_a] Write certificate...
4 8080 [iot_threa] [INFO ][DEMO][8079]

8086 [iot_threa] [INFO J[INIT][8086] SDK successfully initialized.

6 15504 [iot_threa] [INFO ][DEMO][15504] Successfully initialized the demo. Network type for the demo: 1
7 15513 [iot_threa] [INFO ][MQTT][15513] MQTT library successfully initialized.
8 15522 [iot_threa] [INFO ][DEMO][15522] MQTT demo client identifier is ameba-ota (length 9).
9 17272 [iot_threa] [INFO ][MQTT][17272] Establishing new MQTT connection.
Interface @ IP address : 192.168.89.15110 17283 [iot_threa] [INFO ][MQTT][17283] Anonymous metrics (SDK language, SDK version) will be provided to AWS IoT.
e with AWS_IOT_MQTT_ENABLE_METRICS set to © to disable.
17302 [iot_threa] [INFO ]J[MQTT][17302] (MQTT connection 100337e@, CONNECT operation 100339a@) Waiting for operation completion.
17421 [iot_threa] [INFO ][MQTT][17421] (MQTT connection 100337e@, CONNECT operation 100339a@) Wait complete with result SUCCESS.
17433 [iot_threa] [INFO ][MQTT][17433] New MQTT connection 100381d@ established.
17443 [iot_threa] [INFO ]J[MQTT][17443] (MQTT connection 100337e@) SUBSCRIBE operation scheduled.
17452 [iot_threa] [INFO ]J[MQTT][17452] (MQTT connection 100337e@, SUBSCRIBE operation 100339e@) Waiting for operation completion.
17612 [iot_threa] [INFO ]J[MQTT][17612] (MQTT connection 100337e@, SUBSCRIBE operation 100339e@) Wait complete with result SUCCESS.
17624 [iot_threa] [INFO ][DEMO][17624] All demo topic filter subscriptions accepted.
17632 [iot_threa] [INFO ][DEMO][17632] Publishing messages © to 1.
17640 [iot_threa] [INFO J[MQTT][17640] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
17650 [iot_threa] [INFO ][MQTT][17650] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
17659 [iot_threa] [INFO ][DEMO][17659] Waiting for 2 publishes to be received.
17752 [iot_threa] [INFO ][DEMO][17752] MQTT PUBLISH @ successfully sent.
17784 [iot_threa] [INFO ][DEMO][17784] Incoming PUBLISH received:
Subscription topic filter: iotdemo/topic/1
Publish topic name: iotdemo/topic/1
Publish retain flag: ©
Publish QoS: 1
Publish payload: Hello world 0!
24 17804 [iot_threa] [INFO ][MQTT][17804] (MQTT connection 100337e8) MQTT PUBLISH operation queued.
25 17814 [iot_threa] [INFO ][DEMO][17814] Acknowledgment message for PUBLISH @ will be sent.
26 17825 [iot_threa] [INFO ][DEMO][17825] MQTT PUBLISH 1 successfully sent.
27 17841 [iot_threa] [INFO ][DEMO][17840] Incoming PUBLISH received:
Subscription topic filter: iotdemo/topic/2
Publish topic name: iotdemo/topic/2
Publish retain flag: @
Publish QoS: 1
Publish payload: Hello world 1!
17861 [iot_threa] [INFO ]J[MQTT][17861] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
17870 [iot_threa] [INFO ][DEMO][17870] Acknowledgment message for PUBLISH 1 will be sent.
17883 [iot_threa] [INFO ][DEMO][17883] 2 publishes received.
17889 [iot_threa] [INFO ][DEMO][17889] Publishing messages 2 to 3.
17897 [iot_threa] [INFO ][MQTT][17897] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
17907 [iot_threa] [INFO ][MQTT][17907] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
17916 [iot_threa] [INFO ][DEMO][17916] Waiting for 2 publishes to be received.
18021 [iot_threa] [INFO ][DEMO][18021] MQTT PUBLISH 3 successfully sent.
18030 [iot_threa] [INFO ][DEMO][18029] MQTT PUBLISH 2 successfully sent.
18039 [iot_threa] [INFO ][DEMO][18038] Incoming PUBLISH received:
Subscription topic filter: iotdemo/topic/4
Publish topic name: iotdemo/topic/4
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Publish payload: Hello world 16!
19827 [iot_threa] [INFO ][MQTT][19827] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
19837 [iot_threa] [INFO ][DEMO][19837] Acknowledgment message for PUBLISH 16 will be sent.
19851 [iot_threa] [INFO ][DEMO][19851] 2 publishes received.
19857 [iot_threa] [INFO ][DEMO][19857] Publishing messages 18 to 19.
19865 [iot_threa] [INFO ][MQTT][19865] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
19876 [iot_threa] [INFO ][MQTT][19876] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
19885 [iot_threa] [INFO ][DEMO][19885] Waiting for 2 publishes to be received.
19953 [iot_threa] [INFO ][DEMO][19953] MQTT PUBLISH 18 successfully sent.
19980 [iot_threa] [INFO ][DEMO][19980] Incoming PUBLISH received:

[Subscription topic filter: iotdemo/topic/3

Publish topic name: iotdemo/topic/3

ublish retain flag: @

Publish payload: Hello world 18!

h41 20001 [iot_threa] [INFO ]J[MQTT][20001] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
[142 20011 [iot_threa] [INFO ][DEMO][20011] Acknowledgment message for PUBLISH 18 will be sent.

[143 20053 [iot_threa] [INFO ][DEMO][20053] MQTT PUBLISH 19 successfully sent.

144 20069 [iot_threa] [INFO ][DEMO][20068] Incoming PUBLISH received:

Subscription topic filter: iotdemo/topic/4

Publish topic name: iotdemo/topic/4

Publish retain flag: ©

Publish payload: Hello world 19!
20089 [iot_threa] [INFO ][MQTT][20089] (MQTT connection 100337e@) MQTT PUBLISH operation queued.
20099 [iot_threa] [INFO ][DEMO][20099] Acknowledgment message for PUBLISH 19 will be sent.
20108 [iot_threa] [INFO ][DEMO][20108] 2 publishes received.
20116 [iot_threa] [INFO ][MQTT][20116] (MQTT connection 100337e@) UNSUBSCRIBE operation scheduled.
20129 [iot_threa] [INFO ][MQTT][20128] (MQTT connection 100337e@, UNSUBSCRIBE operation 100339e@) Waiting for operation completion.
20322 [iot_threa] [INFO ][MQTT][20321] (MQTT connection 100337e@, UNSUBSCRIBE operation 100339e0) Wait complete with result SUCCESS.
20335 [iot_threa] [INFO ][MQTT][20335] (MQTT connection 100337e@) Disconnecting connection.
20347 [iot_threa] [INFO ][MQTT][20347] (MQTT connection 100337e@, DISCONNECT operation 100339e@) Waiting for operation completion.
20359 [iot_threa] [INFO ][MQTT][20359] (MQTT connection 100337e@, DISCONNECT operation 100339e@) Wait complete with result SUCCESS.
20371 [iot_threa] [INFO ][MQTT][20371] (MQTT connection 100337e@) Connection disconnected.
20380 [iot_threa] [INFO ][MQTT][20380] (MQTT connection 100337e@) Network connection closed.
21622 [iot_threa] [INFO ][MQTT][21622] (MQTT connection 100337e@) Network connection destroyed.
21631 [iot_threa] [INFO ][MQTT][21631] MQTT library cleanup done.
[iot_threa] [INFO ][DEMO][21637] Demo completed successfully.

: dhcp stop.
Deinitializing WIFI ...
[159 21772 [iot_threa] [INFO ][INIT][21772] SDK cleanup done.
60 21777 [iot_threa] [INFO ][DEMO][21777] DEMO FINISHED

6.3 Monitoring MQTT messages on the cloud

To subscribe to the MQTT topic with the AWS loT MQTT client

1. Sign in to the AWS |oT console.

2. In the navigation pane, choose Test to open the MQTT client.

3. In Subscription topic, enter iotdemo/#, and then choose Subscribe to topic.
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v

v

v

v

v

>

>

>

>

AWS loT

MQ TT client it Connected as iotconsole-1597037785600-0 ~ @

Monitor
Onboard Subscriptions
Manage

Subscribe to a topic )

Subscribe

Greengrass Publish to a topic Devices publish MQTT messages on topics. You can use this client to subscribe to a topic and receive these messages.
Secure Subscription topic
Defend
Act Max message capture Info
Rules 100

Destinations
Quality of Service Info

@ 0 - This client will not acknowledge to the Device Gateway that messages are received

1 - This client will acknowledge to the Device Gateway that messages are received

MQTT payload display
© Auto-format JSON payloads (improves readability)
Display payloads as strings (more accurate)

Display raw payloads (in hexadecimal)

Publish
Specify a topic and a message to publish with a QoS of 0.

Specify a topic to publish to, e.g. myTopic/1

Software

1
Settings

3
Learn
AWS loT Subscriptions iotdemo/# Export Clear Pause Q
Monitor Subscribe to a topic

Publish @

Onboard Publish to a topic Specify a topic and a message to publish with a QoS of 0.

iotdemo/#
Manage I iotdemo/# x
Greengrass 1

3
Secure
Defend iotdemo/acknowledgements August 10, 2020, 13:41:07 (UTC+0800) Export Hide
Act

Biles fe cannot display the message as JSON, and are instead displaying it as UTF-8 String.
ul

Client has received PUBLISH 6 from server.

Destinations
Test iotdemo/acknowledgements August 10, 2020, 13:41:07 (UTC+0800) Export Hide
fe cannot display the message as JSON, and are instead displaying it as UTF-8 String.
Client has received PUBLISH 7 from server.
iotdemo/topic/2 August 10, 2020, 13:41:07 (UTC+0800) Export Hide
fe cannot display the message as JSON, and are instead displaying it as UTF-8 String.
Hello world 9!
iotdemo/topic/‘l August 10, 2020, 13:41:07 (UTC+0800) Export Hide
-
Software b L
Settings

Learn
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7 Troubleshooting

If these steps don’t work, look at the device log in the serial terminal. You should see some text that indicates the source of the problem.

For general troubleshooting information about Getting Started with FreeRTOS, see Troubleshooting getting started.

7.1 Image Tool Download Fail

Please check device in UART_DOWNLOAD mode or not. Refer 5.3 for more detail.
¢ AmebaZ2 PG Tool 1.2.8 — O b

Download | Generate
Firmware
Filename |Clworkspacsiamazon-freertos\projects
NN L emram . e

907! 5 2
SHAZSG 2907855EC53850A120268060FBASB6482CODESBDACAS

578980D1B5BTBOD454D4E
Address
Keep System Data
1. Program flash memroy w S ) i .
Keep WIFI calibration

Flash Option UART Setting

Flash10 | onelo v Port Ccoma e

Flash Pin | piy_A7 A12 - BAUD Rate 3000000

FWldx  1:1stimage2 Parity NONE -

Offset Flow Contrel | oFf v
Flash Erase

Offset Length{Byte)

Mode 1.Flash Sector Eras *

COMS Opened

PING: ping command not match
PING: fail

COMB Closed

1] Hash Werify,
Fal ||:| Chip Erase

7.2 ERROR: Invalid Key

Please check WIFI_SSID and WIFI_PASSWORD in in ambd_amazon-freertos/blob/master/demos/include/aws_clientcredential.h


https://docs.aws.amazon.com/freertos/latest/userguide/gsg-troubleshooting.html
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Enter SSID for Soft AP started
3 1098 [example_a] Wi-Fi configuration successful.
4 1108 [iot_threa] [INFO ][DEMO][1108] STARTING DEMO---------

5 1115 [iot_threa] [INFO ]J[INIT][1115] SDK successfully initialized.

Initializing WIFI ...
WIFI initialized

ERROR:Invalid Key
ERROR: Can't connect to AP
Joining BSS by SSID ...

ERROR:Invalid Key
ERROR: Can't connect to AP
Joining BSS by SSID ...

7.3 Failed to establish new MQTT connection

Please check clientcredentialMQTT_BROKER_ENDPOINT in ambd_amazon-freertos/blob/master/demos/include/aws_clientcredential.h
6 12508 [iot_threa] [INFO J[DEMO][12508] Successfully initialized the demo. Network type for the demo: 1
7 12517 [iot_threa] [INFO J[MQTT][12517] MQTT library successfully initialized.
12524 [iot_threa] [INFO ][DEMO][12524] MQTT demo client identifier is ameba-ota (length 9).
9 12624 [iot_threa] [ERROR][NET][12624] Failed to resolve | - - = zonas . com.
10 12934 [iot_threa] [ERROR][MQTT][12934] Failed to establish new MQTT connection, error NETWORK ERROR.
11 12943 [iot_threa] [ERROR][DEMO][12943] MQTT CONNECT returned error NETWORK ERROR.
12 12951 [iot_threa] [INFO J[MQTT][12950] MQTT library cleanup done.
13 12957 [iot_threa] [ERROR][DEMO][12957] Error running demo.
Interface © IP address : 192.168.90.185
LwIP_DHCP: dhcp stop.
Deinitializing WIFI ...
14 13094 [iot_threa] [INFO J[INIT][13@94] SDK cleanup done.
15 13099 [iot_threa] [INFO ][DEMO][13099] ------- DEMO FINISHED-------

7.4 TLS_Connect fail

Please check keyCLIENT_CERTIFICATE_PEM and keyCLIENT_PRIVATE_KEY_PEM in ambd_amazon-

freertos/blob/master/demos/include/aws_clientcredential_keys.h
8 13501 [iot_threa] [INFO ][DEMO][13501] Successfully initialized the demo. Network type for the demo: 1
9 13511 [iot_threa] [INFO ]J[MQTT][13511] MQTT library successfully initialized.
13518 [iot_threa] [INFO ][DEMO][13518] MQTT demo client identifier is ameba-ota (length 9).
20102 [iot_threa] ERROR: Private key not found. 12 20107 [iot threa] TLS Connect fail (ox7d4, NG - 2z0naws . com)
20115 [iot_threa] [ERROR][NET][20115] Failed to establish new connection. Socket status: -1.
20424 [iot_threa] [ERROR][MQTT][20424] Failed to establish new MQTT connection, error NETWORK ERROR.
20433 [iot_threa] [ERROR][DEMO][20433] MQTT CONNECT returned error NETWORK ERROR.

20441 [iot_threa] [INFO ][MQTT][20441] MQTT library cleanup done.
20447 [iot_threa] [ERROR][DEMO][20447] Error running demo.
Interface @ IP address : 192.168.90.185

LwIP_DHCP: dhcp stop.

Deinitializing WIFI ...

18 20586 [iot_threa] [INFO ]J[INIT][20586] SDK cleanup done.

19 20591 [iot_threa] [INFO J[DEMO][20591] ------- DEMO FINISHED-------



